
 

FOR IMMEDIATE RELEASE:  October 7, 2022 
 

DRE WARNS CONSUMERS TO BEWARE OF I.D. THEFT SCAMMERS TRYING TO RENT 
HOUSING THEY DO NOT OWN OR LEGALLY CONTROL 

Scam shows growth in unauthorized use of licensed real estate agent company names and information 
 
SACRAMENTO – The California Department of Real Estate (DRE) is issuing a statewide Consumer Alert for 

anyone looking for rental housing, after seeing an increase in identity theft scams. 

Over the past few weeks, DRE has received a number of complaints from licensees claiming that scammers are 

taking information from current “For Sale” listings and posting homes as “For Rent” on other websites. In 

some other cases, scammers have used homes that were for rent in recent months and made it look like they 

were back for rent. 

The scammers then use the name of the licensee or company to get prospective renters to electronically 

transfer fees, deposits, and rent. 

Similar scams in the past include using phony rental applications to get personal information, such as a social 

security number, driver’s license number, and bank account numbers, to steal the identities of the “renter” 

victims. 

“While this is not a new type of scam, the ability to quickly make electronic transfers has unfortunately made 

it even easier and more profitable for scammers,” said Real Estate Commissioner Doug McCauley. “Consumers 

need to be vigilant, especially if they see a listing for a rental property that sounds too good to be true.” 

Red Flags 

• Unusually low rental price compared to other rentals in the area 

• The purported landlord or property agent requests advance payment of deposits, rents and other fees 

electronically, without ever meeting the prospective renter in-person or allowing the prospective 

renter to tour the property 

How Prospective Renters Can Protect Themselves 

• Be wary and don’t fall for a deal that sounds too good to be true. 
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• Perform an online search of the property’s address and check popular real estate websites like 

Redfin.com and Zillow.com to see if the property is actually listed for sale. If the property is for sale, 

those websites will include information on the real estate agent responsible for the listing. Contact 

that agent. 

• Verify the identity of the supposed landlord, Property Manager, or Leasing Agent. If they do not live at 

the property, they must be licensed by DRE. Check the status of that license by their name, company 

name, or license number at https://www2.dre.ca.gov/PublicASP/pplinfo.asp.  

• Do not rent a property without touring it in-person. 

• Do not pay or transfer any money without reviewing and receiving copies of all rental documents. 

• Use extreme caution if sharing your social security number or bank account numbers with others.  

What to do If You’ve Been Scammed 
 

• If a DRE-licensed person or an unlicensed person practicing real estate is involved, file a complaint with 
DRE  

 

• If an attorney or unlicensed person practicing law is involved, contact the California State Bar   
 

• File a complaint with the California Attorney General  
 

• Contact your local district attorney, sheriff, or police 
 

• Contact the Federal Trade Commission 
 

• Contact the Federal Bureau of Investigation (FBI) 
 

• Contact your local small claims court, where you may be able to resolve disputes quickly and 
inexpensively before a judge.  

 
DRE licensees are encouraged to be aware if consumers contact them asking if a listing is actually for rent. The 

agent should try and get more information on what may be a fraudulent rental listing. 

DRE licensees also are encouraged to regularly search the address of their listed properties on online classified 

advertising sites to see if they show up as a rental.  

Learn more about renting a property on the DRE website, and in the DRE publication, California Tenants – A 

Guide to Residential Tenants’ and Landlords’ Rights and Responsibilities.  

### 
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Structural Results



ISO 32000-1:2008



 		Serial		Page No.		Element Path		Checkpoint Name		Test Name		Status		Reason		Comments

		1						Document		Valid Document element		Passed		Document element passed.		

		2						Headings		No nested Headings		Passed		Heading tags are not nested inside one another.		

		3						Link Annotations		Link Annotations - Valid Tagging		Passed		All tagged Link annotations are tagged in Link tags.		

		4						Link Annotations		Link Destination		Passed		All Link destinations are valid		

		5						Links		Includes Link Annotation		Passed		All Link tags contain at least one Link annotation.		

		6						List		Valid Children		Passed		All List elements passed.		

		7						List Item		LI - Valid Parent		Passed		All List Items passed.		

		8						List Item		LBody - Valid Parent		Passed		All LBody elements passed.		

		9						List Item		Lbl - Valid Parent		Passed		All Lbl elements passed.		

		10						Structural Issues		Alternate Text with no content		Passed		All tags with Alternate, Actual or Expansion Text have content associated with them.		

		11						Structural Issues		Empty Tags		Passed		No empty tags were detected in document.		

		12						Form Annotations		Form Annotations - Valid Tagging		Not Applicable		No Form Annotations were detected in this document.		

		13						Other Annotations		Other Annotations - Valid Tagging		Not Applicable		No Annotations (other than Links and Widgets) were detected in this document.		

		14						RP, RT and RB		RP, RT and RB - Valid Parent		Not Applicable		No RP, RB or RT elements were detected in this document.		

		15						Ruby		Valid Children		Not Applicable		No Ruby elements were detected in this document.		

		16						Table		Valid Children		Not Applicable		No Table elements were detected in this document.		

		17						Table		Regularity		Not Applicable		No tables were detected in this document.		

		18						Table Cells		TD - Valid Parent		Not Applicable		No Table Data Cell or Header Cell elements were detected in this document.		

		19						Table Rows		Parent and children are valid		Not Applicable		No Table Row elements were detected in this document.		

		20						THead, TBody and TFoot		Parent and children are valid		Not Applicable		No THead, TFoot, or TBody elements were detected in this document.		

		21						TOC		Valid Children		Not Applicable		No TOC elements were detected in this document.		

		22						TOCI		Valid Parent and Children		Not Applicable		No TOCI elements were detected in this document.		

		23						Warichu		Warichu		Not Applicable		No Warichu elements were detected in this document.		

		24						WT and WP		WT and WP - Valid Parent		Not Applicable		No WP or WT elements were detected in the document		
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WCAG 2.0 AA (Revised Section 508 - 2017)



 		Serial		Page No.		Element Path		Checkpoint Name		Test Name		Status		Reason		Comments

		1		1		Tags->0->0		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Figures		Passed		Please verify that Alt of "California Department of Real Estate Consumer Alert" is appropriate for the highlighted element.		Verification result set by user.

		2		2		Tags->0->11->1->0->1		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Alt of "https://www2.dre.ca.gov/PublicASP/pplinfo.asp" is appropriate for the highlighted element.		Verification result set by user.

		3		2		Tags->0->11->1->0->1->1,Tags->0->13->0->1->3->0,Tags->0->13->1->1->1->0,Tags->0->13->2->1->1->0,Tags->0->13->4->1->1->0,Tags->0->13->5->1->1->0,Tags->0->16->1->1,Tags->0->16->3->4,Tags->0->16->3->5		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Link Annotation doesn't define the Contents attribute.		Verification result set by user.

		4		2		Tags->0->13->0->1->1		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Parent tag of Link annotation doesn't define the Alt attribute.		Verification result set by user.

		5		2		Tags->0->13->0->1->1->0		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Contents of "https://www.dre.ca.gov/Consumers/FileComplaint.html" is appropriate for the highlighted element.		Verification result set by user.

		6		2		Tags->0->13->0->1->3		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Alt of "https://www.dre.ca.gov/Consumers/FileComplaint.html" is appropriate for the highlighted element.		Verification result set by user.

		7		2		Tags->0->13->1->1->1		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Alt of "http://www.calbar.ca.gov/" is appropriate for the highlighted element.		Verification result set by user.

		8		2		Tags->0->13->2->1->1		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Alt of "https://oag.ca.gov/contact/consumer-complaint-against-business-or-company" is appropriate for the highlighted element.		Verification result set by user.

		9		2		Tags->0->13->4->1->1		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Alt of "http://www.ftc.gov/" is appropriate for the highlighted element.		Verification result set by user.

		10		2		Tags->0->13->5->1->1		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Alt of "http://www.fbi.gov/" is appropriate for the highlighted element.		Verification result set by user.

		11		2		Tags->0->16->1		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Alt of "https://dre.ca.gov/" is appropriate for the highlighted element.		Verification result set by user.

		12		2		Tags->0->16->3		Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Links		Passed		Please verify that Alt of "https://landlordtenant.dre.ca.gov/resources/guidebook/index.html" is appropriate for the highlighted element.		Verification result set by user.

		13						Guideline 1.3 Create content that can be presented in different ways		Lbl - Valid Parent		Passed		All Lbl elements passed.		

		14						Guideline 1.3 Create content that can be presented in different ways		LBody - Valid Parent		Passed		All LBody elements passed.		

		15						Guideline 1.3 Create content that can be presented in different ways		Link Annotations		Passed		All tagged Link annotations are tagged in Link tags.		

		16						Guideline 1.3 Create content that can be presented in different ways		Links		Passed		All Link tags contain at least one Link annotation.		

		17						Guideline 1.3 Create content that can be presented in different ways		List Item		Passed		All List Items passed.		

		18						Guideline 1.3 Create content that can be presented in different ways		List		Passed		All List elements passed.		

		19						Guideline 1.3 Create content that can be presented in different ways		Heading Levels		Passed		All Headings are nested correctly		

		20						Guideline 1.3 Create content that can be presented in different ways		ListNumbering		Passed		All List elements passed.		

		21						Guideline 1.3 Create content that can be presented in different ways		Meaningful Sequence		Passed		CommonLook created 14 artifacts to hold untagged text/graphical elements.		Verification result set by user.

		22						Guideline 1.3 Create content that can be presented in different ways		Tabs Key		Passed		All pages that contain annotations have tabbing order set to follow the logical structure.		

		23				Doc		Guideline 1.4 Make it easier for users to see and hear content including separating foreground from background.		Format, layout and color		Passed		Make sure that no information is conveyed by contrast, color, format or layout, or some combination thereof while the content is not tagged to reflect all meaning conveyed by the use of contrast, color, format or layout, or some combination thereof.		Verification result set by user.

		24				Doc		Guideline 1.4 Make it easier for users to see and hear content including separating foreground from background.		Minimum Contrast		Passed		Please ensure that the visual presentation of text and images of text has a contrast ratio of at least 4.5:1, except for Large text and images of large-scale text where it should have a contrast ratio of at least 3:1, or incidental content or logos

		Verification result set by user.

		25						Guideline 2.1 Make all functionality operable via a keyboard interface		Server-side image maps		Passed		No Server-side image maps were detected in this document (Links with IsMap set to true).		

		26						Guideline 2.4 Provide ways to help users navigate, find content, and determine where they are		Headings defined		Passed		Headings have been defined for this document.		

		27		1		Tags->0->2		Guideline 2.4 Provide ways to help users navigate, find content, and determine where they are		Outlines (Bookmarks)		Passed		Heading text and bookmark text do not match.		Verification result set by user.

		28		1		Tags->0->8		Guideline 2.4 Provide ways to help users navigate, find content, and determine where they are		Outlines (Bookmarks)		Passed		The heading level for the highlighted heading is 2 , while for the highlighted bookmark is 1. Suspending further validation.		Verification result set by user.

		29				MetaData		Guideline 2.4 Provide ways to help users navigate, find content, and determine where they are		Metadata - Title and Viewer Preferences		Passed		Please verify that a document title of Consumer Alert - Beware of I.D. Theft Scammers Trying to Rent Housing They Do Not Own or Legally Control (10/7/2022) is appropriate for this document.		Verification result set by user.

		30				MetaData		Guideline 3.1 Make text content readable and understandable.		Language specified		Passed		Please ensure that the specified language (EN-US) is appropriate for the document.		Verification result set by user.

		31				Pages->0		Guideline 3.2 Make Web pages appear and operate in predictable ways		Header/Footer pagination artifacts		Passed		Page 1 contains content but does not define header or footer pagination artifacts. Please confirm this is correct.		Verification result set by user.

		32				Pages->1		Guideline 3.2 Make Web pages appear and operate in predictable ways		Header/Footer pagination artifacts		Passed		Page 2 does not contain header Artifacts.		Verification result set by user.

		33						Guideline 3.2 Make Web pages appear and operate in predictable ways		Change of context		Passed		No actions are triggered when any element receives focus		

		34						Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Formulas		Not Applicable		No Formula tags were detected in this document.		

		35						Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Forms		Not Applicable		No Form Fields were detected in this document.		

		36						Guideline 1.1 Provide text alternatives for all non-text content		Alternative Representation for Other Annotations		Not Applicable		No other annotations were detected in this document.		

		37						Guideline 1.2 Provide synchronized alternatives for multimedia.		Captions 		Not Applicable		No multimedia elements were detected in this document.		

		38						Guideline 1.3 Create content that can be presented in different ways		Form Annotations - Valid Tagging		Not Applicable		No Form Annotations were detected in this document.		

		39						Guideline 1.3 Create content that can be presented in different ways		Other Annotations - Valid Tagging		Not Applicable		No Annotations (other than Links and Widgets) were detected in this document.		

		40						Guideline 1.3 Create content that can be presented in different ways		RP, RT and RB - Valid Parent		Not Applicable		No RP, RB or RT elements were detected in this document.		

		41						Guideline 1.3 Create content that can be presented in different ways		Correct Structure - Ruby		Not Applicable		No Ruby elements were detected in this document.		

		42						Guideline 1.3 Create content that can be presented in different ways		Table Cells		Not Applicable		No Table Data Cell or Header Cell elements were detected in this document.		

		43						Guideline 1.3 Create content that can be presented in different ways		THead, TBody and TFoot		Not Applicable		No THead, TFoot, or TBody elements were detected in this document.		

		44						Guideline 1.3 Create content that can be presented in different ways		Table Rows		Not Applicable		No Table Row elements were detected in this document.		

		45						Guideline 1.3 Create content that can be presented in different ways		Table		Not Applicable		No Table elements were detected in this document.		

		46						Guideline 1.3 Create content that can be presented in different ways		Correct Structure - Warichu		Not Applicable		No Warichu elements were detected in this document.		

		47						Guideline 1.3 Create content that can be presented in different ways		Correct Structure - WT and WP		Not Applicable		No WP or WT elements were detected in the document		

		48						Guideline 1.3 Create content that can be presented in different ways		Header Cells		Not Applicable		No tables were detected in this document.		

		49						Guideline 1.3 Create content that can be presented in different ways		Summary attribute		Not Applicable		No Table elements were detected in the document.		

		50						Guideline 1.3 Create content that can be presented in different ways		Scope attribute		Not Applicable		No TH elements were detected in this document.		

		51						Guideline 1.3 Create content that can be presented in different ways		Article Threads		Not Applicable		No Article threads were detected in the document		

		52						Guideline 1.4 Make it easier for users to see and hear content including separating foreground from background.		Images of text - OCR		Not Applicable		No raster-based images were detected in this document.		

		53						Guideline 2.2 Provide users enough time to read and use content		Timing Adjustable		Not Applicable		No elements that could require a timed response found in this document.		

		54						Guideline 2.3 Do not design content in a way that is known to cause seizures		Three Flashes or Below Threshold		Not Applicable		No elements that could cause flicker were detected in this document.		

		55						Guideline 3.3 Help users avoid and correct mistakes		Required fields		Not Applicable		No Form Fields were detected in this document.		

		56						Guideline 3.3 Help users avoid and correct mistakes		Form fields value validation		Not Applicable		No form fields that may require validation detected in this document.		

		57						Guideline 4.1 Maximize compatibility with current and future user agents, including assistive technologies		4.1.2 Name, Role, Value		Not Applicable		No user interface components were detected in this document.		
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